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Nuclear Plants in War: It Could Be Awful
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The risk of nuclear disaster in Ukraine

A Russian invasion raises questions about the country's 15 nuclear reactors and the dangers they
pose

thejapantimes

COMMENTARY / WORLD

Preparing for a Russian nuclear meltdown

Addressing the risk of 'loose nukes' if Putin's Ukraine misadventure brings down his government




(Perhaps) It Won’t Be as Bad as We Think

5 Key Resilient Features of Small | Bl |
Russians take Ukraine : \

Modular Reactors nuclear plant; no radiation
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These 5 features of small modular reactors bring resilience to the electric grid.
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Modern nuclear reactors are designed with numerous safety features that minimize the risk of accidents. Small modular reactors (SMRs), for instance, have

several inherent safety advantages. SMRs use passive safety systems that can function without human intervention or external power sources. These

reactors are designed to withstand extreme events, including natural disasters, without releasing harmful radiation. Additionally, SMRs have a much smaller

physical footprint and a smaller fuel inventory, which further reduces the potential impact of any incidents.

G\ey’re safer

than many say,
even in war.




In Any Case, We WIll Prevail

Striking nuclear plants
is unlikely except,

@s, in total wars.

There are military rea®\
hit reactors and we know how
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All these expectations discourage serious
hational planning even as the possibility of
strikes against nuclear plants increases from:

* Russia (Ukraine)

 China (Taiwan)

* North Korea (South Korea)
* Israel(lran)

 Metcalf Sniper Attack (2013)

e Moore County Substation Attack

(2022)

* Pierce County Washington (2022)

 Clackamas Oregon (2022)

 Baltimore Plot (2023)



https://en.wikipedia.org/wiki/Metcalf_sniper_attack
https://www.nytimes.com/2022/12/04/us/power-outages-north-carolina.html
https://www.nytimes.com/2022/12/27/us/power-substation-attack-washington-state.html
https://www.centraloregondaily.com/news/regional/another-oregon-power-substation-attacked/article_73c928d0-c1c4-5223-9b49-3f4ba09af2c7.html
https://www.utilitydive.com/news/neo-nazi-prison-attack-baltimore-substations/739642/

NPEC decided to test the conventional
wisdom with two war games.
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https://npecstrategygames.org/december-2022-reactors-in-war/
https://npecstrategygames.org/strategic-distraction-pyongyang-targets-south-koreas-reactors-2/

European Reactors in War: 2037
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Strategic Distraction: Pyongyang’s Proxies
Target South Korean Reactors

Relocation areas for
a hypothetical spent
fuel poolfire of the
Kori Unit-3.
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Added Proliferation Headaches:
Fast Reactors & HALEU

Science

The weapons potential of
high-assay low-enriched
uranium

Recent promotion of new reactor technolo-
gies appears to disregard decades-old con-
cerns about nuclear proliferation

R. SCOTT KEMP, EDWIN S. LYMAN, MARK R. DEINERT, RICHARD L. GARWIN,

AND FRANK N. VON HIPPEL fewer Authors Info & Affiliations

—— NS
N .

8

if ;_gg-i...,,.m_; s

|I I ‘__ :?; e

Prototype Fast Breeder Reactor.



What Should be Done?
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1. Public Discussion: More forums/panels highlighting
reactors as military targets.

2. War Games: Both classified and public, involving think
tanks, U.S., and allies.

3. Technical Studies:
* On current/proposed plant vulnerabilities.
* On proliferation risks of SMRs, especially fast reactors
and HALEU.

4. Security Assessments:
* Evaluate costs/benefits of passive and active

defenses.
* Reconsider exports of bomb-adjacent technologies.
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What Should be Done?

China’s 102 nuclear power
plants could be targets in

future war, warns PLA

With the Russia-Ukraine war indicating that nuclear power plants are
far from off-limits, China’s PLA has warned that reactors close to the
coast could come under attack in the event of a conflict.

Updated: May 10, 2025 11:11 AM EST I"TEHE ETI"E
ENGINEERING

Ghost in the machine? Rogue communication
devices found in Chinese inverters

G
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National Nuclear Security Administration

=

U.S. Department of Defense

5. Create a Civil Infrastructure Defense (CID) initiative,
which would include nuclear plants.
* Sanitize CUI and Critical Energy/Electric
Infrastructure Information to enable public
dissemination

6. Make NNSA redefine cooperative threat reduction by
repurposing these efforts to a Nuclear Security Initiative
(NSI) to undertake all the above.

7. The Defense Department should develop strategies to
deter attacks against U.S. and allied electrical supply
systems by putting hostile countries' electrical supply
systems at risk. The strategies should emphasize
temporary disablement.
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Additional Reading

* Henry Sokolski, “Nuclear Power Reactors and the Next War,” The National Interest, May 10, 2025, available at: https://nationalinterest.org/blog/middle-east-watch/nuclear-power-reactors-and-
the-next-war

e Sarah Mcfarlane, “Rogue communication devices found in Chinese solar power inverts,” Reuters, May 14, 2025, available at https://www.reuters.com/sustainability/climate-energy/ghost-machine-rogue-
communication-devices-found-chinese-inverters-2025-05-14/

e Stu Sjouwerman, “Hidden Threats in Our Power Grid: The Chinese Transformer Backdoor Scandal,”KnowBe4, April 14, 2025, available at https://share.google/3nEqw5bVYYesoUKjy

* Henry Sokolski, “Present Danger: Nuclear Power Plants in War,” Parameters, October 2022, available at https://npolicy.org/present-danger-nuclear-power-plants-in-war-the-us-army-war-college-quarterly-
parameters/

. Dara Dolzikova, “Nuclear Facilities as Targets of Military Attack,” Royal United Services Institute, April 25, 2025, available at: https://www.rusi.org/explore-our-
research/publications/occasional-papers/nuclear-facilities-targets-military-attack

* Eva Lisowski, “Hot Mess Next: Missile-Struck Reactors in the Middle East (Occasional Paper 2107),” Nonproliferation Policy Education Center, December 8, 2021, available at:
https://npolicy.org/hot-mess-next-missile-struck-reactors-in-the-middle-east-occasional-paper-2107/

* Henry Sokolski, “Strategic Distraction: Pyongyang’s Proxies Target South Korea’s Reactors (Occasional Paper 2502),” Nonproliferation Policy Education Center, February 20, 2025, available at:
https://npolicy.org/strategic-distractions-pyongyangs-proxies-target-south-koreas-reactors-ocassional-paper-2502/

* Henry Sokolski, “Memo to Trump: Address the new threat of drone-vulnerable nuclear reactors,” Bulletin of the Atomic Scientists, January 17, 2025, available at: https://npolicy.org/memo-to-
trump-address-the-new-threat-of-drone-vulnerable-nuclear-reactors-bulletin-of-the-atomic-scientists/

* Henry Sokolski, “Prescription for Military Paralysis: Wartime Reactor Meltdowns (Occasional Paper 2305),” Nonproliferation Policy Education Center, June 27, 2023, available at:
https://npolicy.org/prescription-for-military-paralysis-wartime-reactor-meltdowns-occasional-paper-2305/

* Henry Sokolski to Jennifer Granholm, “Letter to the Secretary of Energy Regarding Advanced Reactors, Fast Reactors, Nuclear Proliferation,” November 29.2001, Nonproliferation Policy
Education Center, available at: https://npolicy.org/wp-content/uploads/2021/12/2021-11-29-Letter-to-Sec-Energy.pdf

* Jungmin Kang, Eva Lisowski, “Something to Talk About: Missile Threats against East Asian Reactors ,” Nonproliferation Policy Education Center, June 4, 2020, available at:
https://npolicy.org/something-to-talk-about-missile-threats-against-east-asian-reactors/

* R.ScottKemp et al. ,The weapons potential of high-assay low-enriched uranium.Science384,1071-1073(2024), available at: https://www.science.org/doi/10.1126/science.ado8693.

* Robert A. Martin, INR-PMA (Office of Intelligence and Research, Politico-Military Affairs), to Hugh Montgomery, Director, INR, “Consequences of a Bomb Attack on a Nuclear Reactor,” 20
November 1981, Secret, available at: https://nsarchive.gwu.edu/document/32964-document-2-robert-martin-inr-pma-office-intelligence-and-research-politico-military

* Victor Gilinsky, Henry Sokolski, “Dangerous Decisions about Advanced Nuclear Reactors Could Lead to New Threats,” The National Interest, May 2, 2001, available at:
https://nationalinterest.org/feature/dangerous-decisions-about-advanced-nuclear-reactors-could-lead-new-threats-183934
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https://nationalinterest.org/blog/middle-east-watch/nuclear-power-reactors-and-the-next-war
https://nationalinterest.org/blog/middle-east-watch/nuclear-power-reactors-and-the-next-war
https://www.reuters.com/sustainability/climate-energy/ghost-machine-rogue-communication-devices-found-chinese-inverters-2025-05-14/
https://www.reuters.com/sustainability/climate-energy/ghost-machine-rogue-communication-devices-found-chinese-inverters-2025-05-14/
https://share.google/3nEqw5bVYYesoUKjy
https://npolicy.org/present-danger-nuclear-power-plants-in-war-the-us-army-war-college-quarterly-parameters/
https://npolicy.org/present-danger-nuclear-power-plants-in-war-the-us-army-war-college-quarterly-parameters/
https://www.rusi.org/explore-our-research/publications/occasional-papers/nuclear-facilities-targets-military-attack
https://www.rusi.org/explore-our-research/publications/occasional-papers/nuclear-facilities-targets-military-attack
https://npolicy.org/hot-mess-next-missile-struck-reactors-in-the-middle-east-occasional-paper-2107/
https://npolicy.org/strategic-distractions-pyongyangs-proxies-target-south-koreas-reactors-ocassional-paper-2502/
https://npolicy.org/memo-to-trump-address-the-new-threat-of-drone-vulnerable-nuclear-reactors-bulletin-of-the-atomic-scientists/
https://npolicy.org/memo-to-trump-address-the-new-threat-of-drone-vulnerable-nuclear-reactors-bulletin-of-the-atomic-scientists/
https://npolicy.org/prescription-for-military-paralysis-wartime-reactor-meltdowns-occasional-paper-2305/
https://npolicy.org/wp-content/uploads/2021/12/2021-11-29-Letter-to-Sec-Energy.pdf
https://npolicy.org/something-to-talk-about-missile-threats-against-east-asian-reactors/
https://www.science.org/doi/10.1126/science.ado8693
https://nsarchive.gwu.edu/document/32964-document-2-robert-martin-inr-pma-office-intelligence-and-research-politico-military
https://nationalinterest.org/feature/dangerous-decisions-about-advanced-nuclear-reactors-could-lead-new-threats-183934

Questions?

NPEC Website - www.npolicy.org

NPEC War Game Website — www.npecstrategygames.org

Henry Sokolski — henry@npolicy.org
571-277-1815
NPEC, Executive Director

Caitlyn Collett - caitlyn@npolicy.org
NPEC, Deputy Director
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