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Why talk about biosecurity*?

*Protection, control of, and accountability for high-
consequence biological agents...and critical relevant 

biological materials and information to prevent...misuse
http://www.whitehouse.gov/administration/eop/ostp/nstc/biosecurity

World is much more complex than our 
immediate experiences (at home and work) 
might suggest, and getting more complex 

(less well understood) every day.



Topics

 Capabilities
 Motivations 
 Misuse of science
 Risk mitigation



Growing power of the individual 
in the life sciences

• Capabilities of individuals in life sciences 
expanding dramatically; now comparable to 
those of large organizations 20 yrs ago

• Barriers to entry (life sciences) are falling
• Costs much reduced
• Processes more efficient, rapid



The packaging of recombinant DNA 
technology



Digitalization of biological information 
and procedures, outsourcing
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Digitalization of biological information 
and procedures, outsourcing





What motivates scientists?

 Quest for knowledge
 Quest to help others 

(application of knowledge)
 Curiosity
 Fame
 Fortune/livelihood
 Other



Bio2011





Kinds of misuse (of biology)?

Accidental, benign, unwitting
Callous disregard

Deliberate, intentional



Misuse of human gene editing technology 
(somatic, germ-line)?



Misuse of human gene editing technology 
(somatic, germ-line)?

 Create disease model?



 Create disease in humans

Misuse of human gene editing technology 
(somatic, germ-line)?



Nature 2014 (Dec 18/25); 516:423-427 



Nature 2014 (Dec 18/25); 516:423-427 

 Create mouse model of human lung cancer 
(NSCLC 2o inversion on chr2, EML4-ALK oncogene)
 Intra-tracheal delivery of 2 sgRNAs, Cas9 on 

adenovirus vector
 Multiple bilateral lung tumors as early as 4 weeks, 

34/34 mice with tumors by 8 weeks



Nature 2014 (Dec 18/25); 516:423-427 

Recombinant adenovirus ordered from...



 Create disease in humans
 Reduce disease susceptibility?

Misuse of human gene editing technology 
(somatic, germ-line)?



 Create disease in humans
 Produce disease susceptibility

Misuse of human gene editing technology 
(somatic, germ-line)?



 Create disease in humans
 Produce disease susceptibility
 Express missing beneficial factor?
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 Create disease in humans
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 Express detrimental factor
 Induce helpful drug expression?
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 Create disease in humans
 Produce disease susceptibility
 Express detrimental factor
 Induce harmful drug expression
 ‘Safe harbor’?
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 Create disease in humans
 Produce disease susceptibility
 Express detrimental factor
 Induce harmful drug expression
 Covert production site

Misuse of human gene editing technology 
(somatic, germ-line)?



But given potential difficulties 
(especially delivery) and other options, if 

determined to do harm, why bother?

 Covert, diminish likelihood of early 
recognition, attribution
 Insidious, endogenous, promote fear 

and uncertainty
 How would we know? Once 

suspected, fully understood?



 And what about germ-line of food 
crops, livestock...?

But given potential difficulties 
(especially delivery) and other options, if 

determined to do harm, why bother?



Misuse of biology: How big a risk? 

small number ± [big number] x big number ± [big number] = ??

Likelihood of harmful use Consequence of harmful use

capable 
individuals

ill-intended or 
irresponsible 

individuals

now



small number ± [big number] x big number ± [big number] = ??

capable 
individuals

later

Misuse of biology: How big a risk? 

Likelihood of harmful use Consequence of harmful use

ill-intended or 
irresponsible 

individuals









• Regulate access to reagents, information?
• Promote awareness, sensitize relevant 
communities, establish norms

• role of individuals
• local (professional orgs, academia, industry)
• national leadership 
• international organizations (models?, e.g., 
International Air Traffic Control)

• Anticipate, preempt threats
• Response?

Mitigating the risks



• What are some effective 
governance models? ‘Top down’ vs.
‘Bottom up’...Both. Scalable, 
Distributable, Accountable

• How do we sensitize and organize 
the science communities, so as to 
detect and minimize risks in the life 
sciences?

• Partnerships across disciplines, 
domains of expertise, international 
boundaries?



Back to the Future? 
International Conference on Recombinant DNA Molecules

Asilomar Conference Center, Pacific Grove, California, February 1975

http://libraries.mit.edu/archives/exhibits/asilomar/index.html

Maxine Singer, Norton Zinder, Sydney Brenner, Paul Berg

Philip Sharp, David Baltimore



 We live in the “The Biological Century”
[Gregory Benford, 1992]

 Unimaginable capabilities, untold benefits,
unforeseen issues, significant risks

 There are clear and important risks of
misuse of gene editing technologies

 Mitigating the risks: raise awareness, educate,
communicate, norms, guidelines, anticipate 
threats, and promote 
flexible/agile/rapid/responses
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