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■ FIGG IS NEW.  Genetic Genealogy is not just forensic DNA plus, but 
something totally different.

■ THE RISKS ARE AS REAL AS THE BENEFITS.  These are real, not 
just hypothetical, dangers in allowing the government (and private 
citizens) unfettered access to people’s genomes.

■ REAL CONSTRAINTS AND OVERSIGHT, WITH INPUT FROM BROAD 
STAKEHOLDERS, IS IMPERATIVE. Existing regulatory structures, 
including self-monitoring, are insufficient. We need new, robust, 
and independent training, oversight, transparency, and 
accountability mechanisms – bringing in not just law enforcement 
and legal system stakeholders but experts in health research, 
racial justice, medical ethics, consumer privacy, clinical QA/QC, etc. 



Traditional forensic DNA/CODIS system Genetic Genealogy

Test type • Non-coding, ”junk” STR, ~20 loci loci (~10,000 bp of 
repeats)

• SNP, “gold,” panels developed for biomedical 
research, ~600k to 1 million nucleotides (GTCA)

Analysis 
done by

• Government analysts in regulated government labs, or 
outsourced labs compliant with QAS 

• Largely unregulated private, for-profit 
companies; private persons

Sample 
restrictions

• Source: putative perpetrator crime scene sample (no 
victims, clear non-suspects, non crime-scene evidence)

• Quality: 8+ loci + rarity; single source or deconvolved or 
mixture under 4 alleles/loci  

• Kits: validated & standardized ”profile”
• Kits: validated within laboratory
• Lab/analyst: CODIS QA/QC, including accreditation

• Site, vendor dependent; possibly none

Data storage • Paperwork/documentation required
• Audits for accuracy
• No national storage of elimination samples, witnesses, or 

non-perpetrators
• Decentralized data; pointer system

• Site, vendor, genealogist dependent; possibly 
none

Search 
restrictions

• Access limited to pre-qualified personnel
• Criminal penalties for misuse

• Site, vendor, genealogist dependent and self-
enforced by genealogists; possibly none

Privacy of 
target AND 
non-target  
others

• Weak ancestral, 1st degree relatives • Biomedical information; possibly behavioral info
• Detailed ancestral; links to thousands well 

beyond social family
• Implicates ancestors and descendants
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What other crime scene evidence is as…

• EVOLVING: Not limited to informational value at the 
moment of seizure, but revelatory about the past (prior 
generations) and future (unborn descendants) and 
continues to gain capacity to reveal sensitive information.

• IMMUTABLE: If obtained by bad actors or misuse is feared, 
can’t just revoke or “reissue” your (or your descendants’) 
DNA.

• MONETIZABLE: Has tremendous value outside of crime-
solving.
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FTC/consumer 
privacy
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Military

Insurance 
industry

Forbes

https://www.ftc.gov/business-guidance/blog/2023/06/privacy-security-genetic-information-putting-dna-companies-test
https://www.forbes.com/advisor/life-insurance/genetic-testing/


• Wrongful arrest & detention (and even 
conviction)

• Overbroad & intrusive investigations, with a 
lack of accountability (and incentives to break 
rules and push ethical boundaries)

• Spillover effects: undermining community trust 
and public health benefits of DNA, especially 
for communities of colorTH
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United States v. Weikert, 504 F.3d 1 (1st Cir. 2007): “Weikert's argument [is that ] the government might disregard its 
current stated procedure of using only the specified section of junk DNA to create an identifying profile, and might 
instead examine other sections of his DNA to extract personal information [such as “information about his daughter, his 
parents, his other family members [or] about diseases, environmental predispositions, or recessive traits]…. We 
emphasize that other factors, such as demonstrated misuse of the DNA samples, a change in the government's 
collection procedures to include non-junk DNA, or the discovery of new uses for “junk DNA” would require a 
reevaluation of the reasonableness balance”

U.S. v. Mitchell, 652 F.3d 387 (3d Cir. 2011):  Should technological advancements change the value of “junk DNA,” 
reconsideration of our Fourth Amendment analysis may be appropriate.”

United States v. Kriesel, 720 F.3d 1137 (9th Cir. 2013): We have previously stressed that if scientific discoveries 
make clear that junk DNA reveals more about individuals than we have previously understood, we should reconsider 
the government's DNA collection programs.

Haskell v. Harris, 669 F.3d 1049 (9th Cir. 2012):  If we were addressing a legislative scheme in which the 
Government could freely use a person's DNA sample in any manner and for any purpose, serious privacy interests 
could be at stake. But we are not presented with an open-ended legislative scheme in which citizens' entire genomes 
are placed on file with the Government. 

United States v. Amerson, 483 F.3d 73 (2d Cir. 2007):  We are mindful of the vast amount of sensitive information 
that can be mined from a person’s DNA and the very strong privacy interests that all individuals have in this 
information…Should the uses to which “junk DNA” can be put be shown in the future to be significantly greater than the 
record before us today suggests, a reconsideration of the reasonableness balance struck would be necessary .”
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https://www.chronline.com/stories/washington-state-man-released-as-cold-case-murder-suspect-sues-detective,335766?
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https://casetext.com/case/monteiro-v-cormier-1
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https://nvlpubs.nist.gov/nistpubs/ir/2021/NIST.IR.8351-draft.pdf
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https://www.wsj.com/us-news/colorados-star-dna-analyst-intentionally-manipulated-data-investigation-finds-eff028ac


https://www.themarshallproject
.org/2018/04/19/framed-for-
murder-by-his-own-dna
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• Wrongful arrest & detention (and even 
conviction)

• Overbroad & intrusive investigations, with a 
lack of accountability (and incentives to break 
rules and push ethical boundaries)

• Spillover effects: Undermining public health 
benefits of DNA generally, especially for 
communities of color
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Could law enforcement…
• GG for non-homicide/rape crimes?  
• Pretextual offenses?
• Go beyond agreed terms of service or fake identity to get access to non-LE data?  
• Access profiles that haven’t agreed to LE access?
• Issue subpoena or get court order for GG search of closed commercial databases like 

23andMe?
• GG to find an eyewitness, a reluctant victim (e.g., rape)?
• Set up fake accounts to mine for data
• Upload fake samples in attempt to ascertain the profiles of people they know are in the 

database? (“reverse search”)
• Surreptitiously sample persons known not to be suspects, to aid investigation?
• Surreptitiously sample a large number of potential targets in order to speed up 

investigation?
• Retain surreptitious samples and profiles in a rogue LE databases?
• Retain elaborate family trees in LE databases?
• Retain intimate data on uncontrolled laptops etc. (birth, death, financial, marriage, 

immigration,  adoption, religious, educational records etc.) 
• Disclose incidental findings, whether for LE purpose or some other reason (e.g., alert 

family member of treatable genetic condition, threaten family member with exposing 
illegitimate child if don’t cooperate)?
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Could law enforcement…already have
• GG for non-homicide/rape crimes?  
• Pretextual offenses?
• Go beyond agreed terms of service or fake identity to get access to non LE data?  
• Access profiles that haven’t agreed to LE access?
• Issue subpoena or get court order for GG search of closed commercial databases like 

23andMe?
• GG to find an eyewitness, a reluctant victim (e.g., rape)?
• Set up fake accounts to mine for data
• Upload fake samples in attempt to ascertain the profiles of people they know are in 

the database? (“reverse search”)
• Surreptitiously sample persons known not to be suspects, to aid investigation?
• Surreptitiously sample a large number of potential targets in order to speed up 

investigation
• Retain surreptitious samples and profiles in a rogue LE databases?
• Retain elaborate family trees in LE databases?
• Disclose incidental findings, whether for LE purpose or some other reason (e.g., alert 

family member of treatable genetic condition, threaten to expose illegitimate child if 
don’t cooperate)?
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source
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https://techcrunch.com/2021/02/10/ancestry-police-warrant-dna-database/
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https://theintercept.com/2023/08/18/gedmatch-dna-police-forensic-genetic-genealogy/


SCOURING RECORDS THAT LINK PEOPLE BIOLOGICALLY, 
NOT SOCIALLY, REVEALS:  

• secret relationships
• health trends (e.g., lung cancer runs in the family)
• longevity and chronic illness
• fertility trends (maternal age at birth, miscarriages, 

multiple partners, assisted reproduction)
• political or religious affiliations
• residential stability
• financial stability 
• educational attainment trends 
• social identities   TH
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• Wrongful arrest & detention (and even 
conviction)

• Overbroad & intrusive investigations, with a 
lack of accountability (and incentives to break 
rules and push ethical boundaries)

• Spillover effects: Undermining public health 
benefits of DNA generally, especially for 
communities of colorTH
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https://www.ncbi.nlm.
nih.gov/pmc/articles/
PMC4354806/
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Maryland Code, Criminal Procedure § 17-102
■ Warrant to do FIGG, certify that satisfy criteria (serious crime type, putative 

perpetrator, STR/reasonable efforts exhausted)
■ Expressly prohibit medical/psychological traits or predispositions
■ Only DTCs that have explicit notice and express consent
■ Licensed laboratory
■ Informed written consent for 3rd party samples, documented by video or 

audio; option to get court order to covertly collect if putative 
perpetrator/3rd party and necessary and minimization of intrusiveness

■ Restrictions on use/destruction of samples and data in cases that do not 
result in prosecution; retention rules for genealogists

■ Criminal penalties and civil liability for noncompliance
■ Defense access for exonerative purposes pre- and post-trial 
■ Licensing program and requirements for labs and genealogists
■ Detailed public disclosure of use with review by panel of stakeholders
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Ram, Murphy & 
Suter, Regulating 
Forensic Genetic 
Genealogy 
Science (2021)

https://pubmed.ncbi.nlm.nih.gov/34554804/
https://pubmed.ncbi.nlm.nih.gov/34554804/
https://pubmed.ncbi.nlm.nih.gov/34554804/
https://pubmed.ncbi.nlm.nih.gov/34554804/


In the absence of legislation, a federal interagency process 
must…

■ Assess impacts and leverage federal power by tapping expertise beyond DOJ/FBI stakeholders 
including:

– FTC (consumer protection, regulation of private providers, genetic and data privacy/retention, 
enforcement of Terms of Service & representations to consumers)

– HHS/NIH (health and research privacy and equity, disability antidiscrimination, ethics, QA/QC 
standards from CLIA/Medicare context, data retention/reuse, etc.)

– Interior (expertise in Tribal/Native American issues)
– DHS (implications for national security, immigration equity)
– DOD (implications for military/covert operations)
– Treasury (implications for insurance, financial services, etc.)
– Labor, Education (implications for student and worker privacy etc.)
– Commerce (NIST expertise in forensics)
– White House: OSTP, OMB, EOP/DPC, etc.

■ Center and elevate the racial justice and racial equity concerns given (to quote President Biden’s EO) 
“the legacy of systemic racism in our criminal justice system and [the imperative to] work together to 
eliminate the racial disparities that endure to this day.”

■ Take a data-driven, cost-benefit approach that require concrete data concerning efficacy, impact.  Use RFP 
and other federal grant processes to develop and impose standards (licensing/oversight), tracking of key 
metrics, and transparent reporting of information.



Thank you!
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